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Abstr act

Thi s docunent describes the User-based Security Mdel (USM for SNWP
version 3 for use in the SNVWP architecture [RFC2571]. It defines the
El ements of Procedure for providing SNW nessage | evel security.

This docunent also includes a MB for renotely nonitoring/ managi ng
the configuration paraneters for this Security Nbodel.
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The Architecture for describing I nternet Managenent Franmeworks

[ RFC2571] describes that an SNVP engine is conposed of:

1) a Dispatcher

2) a Message Processing Subsystem
3) a Security Subsystem and

4) an Access Control Subsystem

Applications nake use of the services of these subsystens.

It is inmportant to understand the SNWP architecture and the

term nol ogy of the architecture to understand where the Security
Mbdel described in this docunent fits into the architecture and
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interacts with other subsystens within the architecture. The reader
is expected to have read and understood the description of the SNW
architecture, as defined in [ RFC2571].

This meno [ RFC2274] describes the User-based Security Mdel as it is
used within the SNMP Architecture. The main idea is that we use the
tradi tional concept of a user (identified by a userNane) w th which

to associate security infornmation.

This meno describes the use of HVAC MD5-96 and HMAC- SHA- 96 as the

aut henti cation protocols and the use of CBC-DES as the privacy
protocol. The User-based Security Mddel however allows for other such
protocols to be used instead of or concurrent with these protocols.
Therefore, the description of HVAC MD5-96, HVAC- SHA- 96 and CBC- DES
are in separate sections to reflect their self-contained nature and
to indicate that they can be replaced or supplenmented in the future.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

1.1. Threats

Several of the classical threats to network protocols are applicable
to the network nmanagenent problem and therefore would be applicable
to any SNMP Security Mbdel. Oher threats are not applicable to the
net wor k managenment problem This section discusses principa
threats, secondary threats, and threats which are of |esser

i mport ance.

The principal threats against which this SNWP Security Mdel should
provi de protection are:

- Modification of Information
The nodification threat is the danger that sone unauthorized entity
may alter in-transit SNVP nessages generated on behal f of an
aut hori zed principal in such a way as to effect unauthorized
management operations, including falsifying the value of an object.

- Masquer ade
The masquerade threat is the danger that managenent operations not
aut hori zed for sone user nay be attenpted by assuning the identity
of another user that has the appropriate authorizations.

Two secondary threats are also identified. The Security Mde
defined in this meno provides limted protection against:
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1

2.

- Disclosure
The disclosure threat is the danger of eavesdropping on the
exchanges between managed agents and a nmanagenent station
Protecting against this threat may be required as a matter of |oca

policy.

- Message Stream Modification
The SNWVP protocol is typically based upon a connection-|ess
transport service which nay operate over any sub-network service.
The re-ordering, delay or replay of nessages can and does occur
through the natural operation of many such sub-network services.
The nmessage stream nodification threat is the danger that nessages
may be nmaliciously re-ordered, delayed or replayed to an extent
which is greater than can occur through the natural operation of a
sub-network service, in order to effect unauthorized managenent
operati ons.

There are at least two threats that an SNMP Security Mdel need not
protect against. The security protocols defined in this neno do not
provi de protection against:

- Denial of Service
This SNMP Security Mdel does not attenpt to address the broad
range of attacks by which service on behalf of authorized users is
deni ed. Indeed, such denial-of-service attacks are in nmany cases
i ndi stinguishable fromthe type of network failures w th which any
vi abl e network managenent protocol nust cope as a nmatter of course
- Traffic Analysis
This SNMP Security Mddel does not attenpt to address traffic
anal ysis attacks. |Indeed, many traffic patterns are predictable -
devi ces may be managed on a regular basis by a relatively snall
nunber of nanagenent applications - and therefore there is no
significant advantage afforded by protecting against traffic
anal ysi s.

Goal s and Constraints
Based on the foregoing account of threats in the SNMP network
managenent environnent, the goals of this SNWP Security Mdel are as

fol | ows.

1) Provide for verification that each received SNVP nessage has
not been nodified during its transm ssion through the network.

2) Provide for verification of the identity of the user on whose
behal f a received SNWP nessage clainms to have been generat ed.
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Provide for detection of received SNVWP nessages, which request
or contain managenment information, whose tine of generation was
not recent.

Provi de, when necessary, that the contents of each received
SNMP nessage are protected from discl osure.

addition to the principal goal of supporting secure network

managenment, the design of this SNMP Security Mddel is also influenced

by
1)

2)

3)

1.3

Th

the follow ng constraints

When the requirenents of effective nanagenent in tinmes of
network stress are inconsistent with those of security, the design
shoul d prefer the forner.

Neit her the security protocol nor its underlying security
mechani sms shoul d depend upon the ready availability of other
network services (e.g., Network Tinme Protocol (NTP) or key
managenent protocols).

A security mechani smshould entail no changes to the basic
SNWP net wor k rmanagenent phil osophy.

Security Services

e security services necessary to support the goals of this SNWP

Security Mdel are as foll ows:

Data Integrity

is the provision of the property that data has not been altered or
destroyed in an unaut horized manner, nor have data sequences been
altered to an extent greater than can occur non-nmnaliciously.

Data Origin Authentication
is the provision of the property that the clained identity of the
user on whose behal f received data was originated is corroborated.

Data Confidentiality

is the provision of the property that information is not made
avail abl e or disclosed to unauthorized individuals, entities, or
processes.

Message tineliness and linmited replay protection

is the provision of the property that a nessage whose generation

time is outside of a specified tinme windowis not accepted. Note
that message reordering is not dealt with and can occur in normal
condi tions too.
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For the protocols specified in this neno, it is not possible to
assure the specific originator of a received SNW nessage; rather, it
is the user on whose behal f the nessage was originated that is

aut henti cat ed.

For these protocols, it not possible to obtain data integrity w thout
data origin authentication, nor is it possible to obtain data origin
aut hentication wi thout data integrity. Further, there is no
provision for data confidentiality wi thout both data integrity and
data origin authentication

The security protocols used in this neno are consi dered acceptably
secure at the tinme of witing. However, the procedures allow for new
aut hentication and privacy nethods to be specified at a future tinme
if the need arises.
1.4. Modul e Organization

The security protocols defined in this meno are split in three
di fferent nodul es and each has its specific responsibilities such
that together they realize the goals and security services described
above:
- The authentication nodul e MJST provide for

- Data Integrity,

- Data Origin Authentication
- The tineliness nodul e MJST provide for

- Protection agai nst nessage delay or replay (to an extent
greater than can occur through nornal operation)

- The privacy nodul e MUST provide for
- Protection against disclosure of the nessage payl oad.

The tineliness nodule is fixed for the User-based Security Mde
while there is provision for nultiple authentication and/or privacy
nmodul es, each of which inplenents a specific authentication or
privacy protocol respectively.

1.4.1. Tinmeliness Mdule
Section 3 (Elenents of Procedure) uses the tinmeliness values in an

SNMP nmessage to do tineliness checking. The tineliness check is only
perforned if authentication is applied to the nessage. Since the
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conpl ete nessage is checked for integrity, we can assune that the
tinmeliness values in a nessage that passes the authentication nodul e
are trustworthy.

1.4.2. Authentication Protoco

Section 6 describes the HVAC- MD5-96 aut hentication protocol which is
the first authentication protocol that MJST be supported with the
User-based Security Mdel. Section 7 describes the HVAC- SHA- 96

aut henti cati on protocol which is another authentication protocol that
SHOULD be supported with the User-based Security Mddel. In the
future additional or replacenent authentication protocols nay be
defined as new needs ari se.

The User-based Security Mdel prescribes that, if authentication is
used, then the conplete nessage is checked for integrity in the
aut henti cati on nodul e.

For a nmessage to be authenticated, it needs to pass authentication
check by the authentication nodule and the tineliness check which is
a fixed part of this User-based Security nodel

1.4.3. Privacy Protoco

Section 8 describes the CBC-DES Symmetric Encryption Protocol which
is the first privacy protocol to be used with the User-based Security
Model. In the future additional or replacenment privacy protocols may
be defined as new needs ari se.

The User-based Security Mdel prescribes that the scopedPDU is
protected from di scl osure when a nessage is sent with privacy.

The User-based Security Mdel also prescribes that a nessage needs to
be authenticated if privacy is in use.

1.5. Protection agai nst Message Replay, Delay and Redirection
1.5.1. Authoritative SNMP engi ne

In order to protect against nmessage replay, delay and redirection,
one of the SNMP engi nes involved in each conmunication is designated
to be the authoritative SNVP engi ne. Wen an SNVP nessage contains a
payl oad which expects a response (those nessages that contain a
Confirmed Cass PDU [ RFC2571]), then the receiver of such nessages is
authoritative. Wen an SNWP nessage contai ns a payl oad whi ch does
not expect a response (those messages that contain an Unconfirned

O ass PDU [ RFC2571]), then the sender of such a nessage is
authoritative.
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1.5. 2.

Mechani sns

The foll owi ng nechani sns are used:

1

2)

To protect against the threat of nessage delay or replay (to an
extent greater than can occur through nornal operation), a set of
tinmeliness indicators (for the authoritative SNVP engine) are

i ncluded in each nessage generated. An SNWP engi ne eval uates the
tinmeliness indicators to deternine if a received nessage is
recent. An SNWP engine may evaluate the tinmeliness indicators to
ensure that a received nmessage is at |least as recent as the |ast
message it received fromthe sane source. A non-authoritative
SNMP engi ne uses received aut hentic nmessages to advance its notion
of the timeliness indicators at the renpte authoritative source.

An SNWP engi ne MJUST al so use a mechanismto match incomn ng
Responses to outstandi ng Requests and it MJST drop any Responses
that do not match an outstandi ng request. For exanple, a nsglD can
be inserted in every nmessage to cater for this functionality.

These mechani snms provide for the detection of authenticated
nmessages whose tinme of generation was not recent.

This protection against the threat of nessage delay or replay does
not inply nor provide any protection agai nst unaut horized del etion
or suppression of nmessages. Also, an SNWP engi ne may not be able
to detect nessage reordering if all the nessages involved are sent
within the Tine Wndow interval. her nechanisns defi ned

i ndependently of the security protocol can also be used to detect
the re-ordering replay, deletion, or suppression of nessages
contai ning Set operations (e.g., the MB variable snnpSet Seri al No
[ RFC1907]) .

Verification that a nmessage sent to/fromone authoritative SNW
engi ne cannot be replayed to/as-if-fromanother authoritative SNVP
engi ne.

Included in each nessage is an identifier unique to the
aut horitative SNMP engi ne associated with the sender or intended
reci pi ent of the nessage.

A nessage containing an Unconfirned C ass PDU sent by an
authoritative SNVMP engine to one non-authoritative SNVP engi ne can
potentially be replayed to another non-authoritative SNVP engi ne.
The latter non-authoritative SNWP engine might (if it knows about
the sane userNane with the sane secrets at the authoritative SNWP
engine) as a result update its notion of tineliness indicators of
the authoritative SNMP engine, but that is not considered a
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threat. 1In this case, A Report or Response nessage wll be

di scarded by the Message Processing Mddel, because there should
not be an outstandi ng Request nessage. A Trap will possibly be
accepted. Again, that is not considered a threat, because the
conmmuni cati on was authenticated and tinely. It is as if the

aut horitative SNWP engi ne was configured to start sending Traps to
the second SNWP engi ne, which theoretically can happen without the
know edge of the second SNWP engi ne anyway. Anyway, the second
SNMP engi ne may not expect to receive this Trap, but is allowed to
see the managenent information contained in it

3) Detection of nessages which were not recently generat ed.

A set of time indicators are included in the nessage, indicating
the time of generation. Messages w thout recent tine indicators
are not considered authentic. |In addition, an SNMP engi ne MJST
drop any Responses that do not match an outstandi ng request. This
however is the responsibility of the Message Processi ng Model.

This meno all ows the sane user to be defined on nultiple SNW

engi nes. Each SNWP engi ne mai ntains a val ue, snnpEngi nel D, which
uniquely identifies the SNMP engine. This value is included in each
message sent to/fromthe SNWP engine that is authoritative (see
section 1.5.1). On receipt of a nessage, an authoritative SNWP
engi ne checks the value to ensure that it is the intended recipient,
and a non-authoritative SNMP engi ne uses the value to ensure that the
nmessage i s processed using the correct state information

Each SNWP engi ne nai ntains two val ues, snnpEngi neBoots and
snnpEngi neTi ne, which taken together provide an indication of tine at
that SNMP engine. Both of these values are included in an

aut henti cated nessage sent to/received fromthat SNWP engine. On
recei pt, the values are checked to ensure that the indicated
tinmeliness value is within a Time Wndow of the current tine. The

Ti me W ndow represents an administrative upper bound on acceptabl e
delivery delay for protocol nessages

For an SNMP engi ne to generate a nmessage which an authoritative SNW
engine will accept as authentic, and to verify that a nessage
received fromthat authoritative SNVP engine is authentic, such an
SNWP engi ne nust first achieve tineliness synchronization with the
aut horitative SNWP engi ne. See section 2.3.

1.6. Abstract Service Interfaces
Abstract service interfaces have been defined to describe the

conceptual interfaces between the various subsystens within an SNW
entity. Simlarly a set of abstract service interfaces have been
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defined within the User-based Security Mddel (USM to describe the
conceptual interfaces between the generic USM services and the self-
cont ai ned aut hentication and privacy services.

These abstract service interfaces are defined by a set of primtives
that define the services provided and the abstract data el enents that
nmust be passed when the services are invoked. This section lists the
primtives that have been defined for the User-based Security Mbodel.

1.6.1. User-based Security Mddel Primtives for Authentication
The User-based Security Mdel provides the follow ng internal
primtives to pass data back and forth between the Security Model
itself and the authentication service:

statuslnformation =
aut hent i cat eQut goi ngMsg(

IN aut hKey -- secret key for authentication
IN  whol eMsg -- unaut henticated conpl ete nessage
QUT aut henti cat edWhol eMsg -- conpl ete authenticated nessage

)

statuslnformati on =
aut henti cat el ncom ngMsg(

IN aut hKey -- secret key for authentication

IN aut hParameters -- as received on the wire

IN  whol eMsg -- as received on the wire

QUT aut henti cat edWhol eMsg -- conpl ete authenticated nmessage
)

1.6.2. User-based Security Mdel Prinmtives for Privacy

The User-based Security Mdel provides the follow ng internal
primtives to pass data back and forth between the Security Model
itself and the privacy service:

statuslinformati on =
encrypt Dat a(

I'N encr ypt Key -- secret key for encryption

I'N dat aToEncr ypt -- data to encrypt (scopedPDU)

QUT  encryptedDat a -- encrypted data (encryptedPDU)

QUT  privParaneters -- filled in by service provider
)

statusl nformation =
decr ypt Dat a(
I'N decr ypt Key -- secret key for decrypting
I'N privParanmeters -- as received on the wire
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I'N encrypt edDat a -- encrypted data (encryptedPDU)
QUT  decrypt edDat a -- decrypted data (scopedPDU)
)

2. El enents of the Model

This section contains definitions required to realize the security
nodel defined by this meno.

2.1. User-based Security Mdel Users

Managenment operations using this Security Mdel nmake use of a defined
set of user identities. For any user on whose behal f nanagenent
operations are authorized at a particular SNVMP engi ne, that SNW
engi ne nust have know edge of that user. An SNWP engi ne that wi shes
to comuni cate with another SNWMP engi ne nust al so have know edge of a
user known to that engine, including know edge of the applicable
attributes of that user.

A user and its attributes are defined as foll ows:

user Name
A string representing the name of the user

securit yName
A human-readabl e string representing the user in a format that is
Security Mbodel independent.

aut hPr ot ocol
An indication of whether nessages sent on behalf of this user can
be authenticated, and if so, the type of authentication protoco
which is used. Two such protocols are defined in this neno:

- the HMAC- MD5- 96 aut hentication protocol
- the HMAC- SHA- 96 aut hentication protocol

aut hkey
I f messages sent on behal f of this user can be authenticated,
the (private) authentication key for use with the authentication
protocol. Note that a user’s authentication key will normally
be different at different authoritati ve SNVMP engi nes. The aut hKey
is not accessible via SNMP. The length requirenents of the authKey
are defined by the authProtocol in use.

aut hKeyChange and aut hOmnKeyChange
The only way to renotely update the authentication key. Does
that in a secure manner, so that the update can be conpleted
wi t hout the need to enploy privacy protection
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pri vProtocol
An indication of whether nmessages sent on behalf of this user
can be protected fromdisclosure, and if so, the type of privacy
protocol which is used. One such protocol is defined in this
meno: the CBC-DES Symmetric Encryption Protocol

pri vKey
I f messages sent on behalf of this user can be en/decrypted,
the (private) privacy key for use with the privacy protocol
Note that a user’s privacy key will normally be different at
different authoritative SNMP engi nes. The privKey is not
accessible via SNVWP. The length requirenents of the privKey are
defined by the privProtocol in use.

pri vKeyChange and privOanKeyChange
The only way to renotely update the encryption key. Does that
in a secure manner, so that the update can be conpl eted w thout
the need to enploy privacy protection

2.2. Replay Protection
Each SNWP engi ne nmi ntains three objects:

- snnpEngi nel D, which (at least within an adm nistrative donain)
uni quel y and unanbi guously identifies an SNVP engi ne.

- snnpEngi neBoots, which is a count of the number of times the
SNMP engi ne has re-booted/re-initialized since snnmpEngi nel D
was | ast configured; and,

- snnpEngi neTi ne, which is the nunber of seconds since the
snnpEngi neBoot s counter was | ast increnented.

Each SNWP engine is always authoritative with respect to these
objects inits own SNWP entity. It is the responsibility of a
non-authoritati ve SNVMP engi ne to synchronize with the

aut horitative SNVP engi ne, as appropriate.

An authoritative SNMP engine is required to maintain the values of
its snnpEngi nel D and snnpEngi neBoots in non-vol atil e storage.

2.2.1. nsgAuthoritativeEnginelD

The msgAut horitativeEngi nel D val ue contained in an authenticated
nmessage is used to defeat attacks in which nessages from one SNWP
engi ne to another SNWP engine are replayed to a different SNW
engine. It represents the snnpEnginelD at the authoritative SNW
engi ne involved in the exchange of the nessage.
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When an authoritative SNWMP engine is first installed, it sets its
| ocal val ue of snnpEnginel D according to a enterprise-specific

al gorithm (see the definition of the Textual Convention for
SnnpEngi nel D in the SNVMP Architecture docunment [RFC2571]).

2.2.2. nsgAuthoritativeEngi neBoots and nsgAut horitati veEngi neTi ne

The msgAut horitativeEngi neBoots and nmsgAut horitativeEngi neTi ne
val ues contained in an authenticated nessage are used to defeat
attacks in which nessages are replayed when they are no | onger
valid. They represent the snnpEngi neBoots and snnpEngi neTi me
val ues at the authoritative SNMP engi ne involved in the exchange
of the nessage.

Through use of snnpEngi neBoots and snnpEngi neTinme, there is no
requi renent for an SNMP engine to have a non-volatile clock which
ticks (i.e., increases with the passage of tine) even when the
SNWMP engine is powered off. Rather, each tinme an SNMP engi ne
re-boots, it retrieves, increnents, and then stores snnpEngi neBoots
in non-vol atil e storage, and resets snnpEngi neTinme to zero.

When an SNWP engine is first installed, it sets its local val ues
of snnmpEngi neBoots and snnpEngi neTine to zero. [|If snnpEngi neTi e
ever reaches its nmaxi num val ue (2147483647), then snnpEngi neBoots
is incremented as if the SNWP engi ne has re-booted and

snnpEngi neTime is reset to zero and starts incrementing again.

Each time an authoritative SNVP engi ne re-boots, any SNWVP engi nes
hol di ng that authoritative SNMP engi ne’s val ues of snnpEngi neBoots
and snnpEngi neTi me need to re-synchronize prior to sending
correctly authenticated nmessages to that authoritative SNMP engi ne
(see Section 2.3 for (re-)synchroni zation procedures). Note,
however, that the procedures do provide for a notification to be
accepted as authentic by a receiving SNMP engi ne, when sent by an
aut horitative SNVWP engi ne which has re-booted since the receiving
SNMP engi ne | ast (re-)synchroni zed.

If an authoritative SNMP engine is ever unable to deternine its
| at est snnpEngi neBoots val ue, then it nust set its snnpEngi neBoots
val ue to 2147483647.

Whenever the |ocal value of snnpEngi neBoots has the val ue 2147483647
it latches at that value and an authenticated nessage al ways causes
an not I nTi meW ndow aut hentication failure.

In order to reset an SNWP engi ne whose snnpEngi neBoots val ue has

reached the val ue 2147483647, manual intervention is required.
The engi ne nust be physically visited and re-configured, either
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with a new snnpEngi nel D val ue, or with new secret values for the

aut hentication and privacy protocols of all users known to that

SNMP engine. Note that even if an SNMP engine re-boots once a second
that it would still take approxinmately 68 years before the max val ue
of 2147483647 woul d be reached.

2.2.3. Tinme Wndow

The Tine Wndow is a value that specifies the window of tine in

whi ch a nessage generated on behal f of any user is valid. This
meno specifies that the sanme value of the Time Wndow, 150 seconds,
is used for all users.

2.3. Time Synchronization

Ti me synchroni zation, required by a non-authoritative SNMP engi ne
in order to proceed with authentic comunications, has occurred
when the non-authoritati ve SNVP engi ne has obtained a | ocal notion
of the authoritative SNMP engi ne’s val ues of snnpEngi neBoots and
snnpEngi neTime fromthe authoritative SNMP engine. These val ues
nmust be (and remain) within the authoritative SNWP engine’'s Tine
Wndow. So the local notion of the authoritative SNVWP engine’s
val ues nust be kept |oosely synchronized with the val ues stored
at the authoritative SNWP engine. In addition to keeping a | oca
copy of snnpEngi neBoots and snnpEngi neTine fromthe authoritative
SNMP engi ne, a non-authoritative SNMP engi ne nust al so keep one

| ocal variable, |atestReceivedEngi neTinme. This value records the
hi ghest val ue of snnpEngi neTime that was received by the

non-aut horitative SNMP engi ne fromthe authoritati ve SNMP engi ne
and is used to elinmnate the possibility of replaying nessages
that woul d prevent the non-authoritative SNVMP engine’'s notion of
t he snnpEngi neTi ne from advanci ng.

A non-authoritati ve SNMP engi ne nust keep | ocal notions of these
val ues

(snnpEngi neBoot's, snnpEngi neTi ne and | at est Recei vedEngi neTi ne)
for each authoritative SNMP engine with which it wi shes to
conmuni cate. Since each authoritative SNV engine is uniquely
and unanbi guously identified by its value of snnpEnginel D, the
non-authoritati ve SNVMP engi ne may use this value as a key in
order to cache its local notions of these val ues.

Ti me synchroni zati on occurs as part of the procedures of receiving
an SNMP nessage (Section 3.2, step 7b). As such, no explicit tinme
synchroni zati on procedure is required by a non-authoritative SNVP
engine. Note, that whenever the local value of snnpEnginelD is
changed (e.g., through discovery) or when secure conmuni cations
are first established with an authoritative SNMP engi ne, the |oca
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val ues of snnpEngi neBoots and | at est Recei vedEngi neTi ne shoul d be
set to zero. This will cause the tinme synchronization to occur
when the next authentic nmessage is received.

2. 4.

SNMP Messages Using this Security Model

The syntax of an SNWVP nessage using this Security Mdel adheres
to the nessage format defined in the version-specific Message
Processi ng Mbdel docunment (for exanple [RFC2572]).

The field nsgSecurityParameters in SNVMPv3 nessages has a data type
of OCTET STRING. Its value is the BER serialization of the
foll owi ng ASN. 1 sequence:

USMBecuri t yPar amet er sSyntax DEFINITIONS I MPLICI T TAGS ::= BEG N

UsnBSecurityParanmeters ::=
SEQUENCE {

-- global User-based security paraneters
nmsgAut horitati veEngi nel D OCTET STRI NG
msgAut horitativeEngi neBoots | NTEGER (0..2147483647),
msgAut horit ati veEngi neTi me | NTEGER (0. .2147483647),
nsgUser Nane OCTET STRING (Sl ZE(O0..32)),

-- authentication protocol specific paraneters
nsgAut henti cati onParanmeters OCTET STRI NG

-- privacy protocol specific paranmeters
nmsgPri vacyPar anet er s OCTET STRI NG

END

The fields of this sequence are:

The msgAut horitativeEngi nel D specifies the snnpEngi nel D of the
aut horitative SNVWP engi ne involved in the exchange of the nessage.

The nsgAut horitativeEngi neBoots specifies the snnpEngi neBoots val ue
at the authoritative SNMP engi ne involved in the exchange of the
nessage.

The msgAut horitativeEngi neTi me specifies the snnpEngi neTi me val ue
at the authoritative SNMP engi ne involved in the exchange of the
nessage.

The msgUser Nane specifies the user (principal) on whose behal f the
nmessage i s being exchanged. Note that a zero-length userNane wil |l
not match any user, but it can be used for snnpEngi nel D di scovery.
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- The nsgAut henticati onParaneters are defined by the authentication
protocol in use for the nessage, as defined by the
usmser Aut hProt ocol columm in the user’s entry in the usniserTabl e.

- The nsgPrivacyParaneters are defined by the privacy protocol in use
for the nessage, as defined by the usnlserPrivProtocol colum in
the user’s entry in the usmJserTabl e).

See appendi x A. 4 for an exanple of the BER encoding of field
nmsgSecuri t yPar anet ers

2.5. Services provided by the User-based Security Mdel

This section describes the services provided by the User-based
Security Mddel with their inputs and out puts.

The services are described as primtives of an abstract service
interface and the inputs and outputs are described as abstract data
el ements as they are passed in these abstract service primtives.

2.5.1. Services for Cenerating an Qutgoi ng SNVP Message

When t he Message Processing (MP) Subsysteminvokes the User-based
Security nodule to secure an outgoi ng SNVP nessage, it nust use the
appropriate service as provided by the Security nodule. These two
services are provided:

1) A service to generate a Request nessage. The abstract service
primtive is:

statuslnformation = -- success or errorlndication
gener at eRequest Msg(
IN nessageProcessi ngMbdel -- typically, SNWP version
IN gl obal Dat a -- message header, adnin data
IN nmaxMessageSi ze -- of the sending SNWP entity
IN securityMdel -- for the outgoing nessage
IN securityEnginelD -- authoritative SNWP entity
IN securityName -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN  scopedPDU -- message (plaintext) payl oad
QUT securityParaneters -- filled in by Security Mdule
QUT whol eMsg -- conpl ete generated nessage
QUT whol eMsglLength -- length of generated nessage

)

2) A service to generate a Response nmessage. The abstract service
primtive is:
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statuslnformation = -- success or errorlndication
gener at eResponseMsg(
IN nessageProcessi ngMbdel -- typically, SNWP version
IN gl obal Dat a -- message header, adnmin data
IN nmaxMessageSi ze -- of the sending SNWP entity
IN securityMdel -- for the outgoing nessage
IN securityEnginelD -- authoritative SNWP entity
IN securityName -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN  scopedPDU -- message (plaintext) payl oad
IN securityStateReference -- reference to security state
-- information fromorigina
-- request
QUT securityParaneters -- filled in by Security Mdul e
QUT whol eMsg -- conpl ete generated nessage
QUT whol eMsgLengt h -- length of generated nmessage
)

The abstract data el enents passed as paraneters in the abstract
service primtives are as foll ows:

statusl nformation
An indication of whether the encoding and securing of the nessage
was successful. If not it is an indication of the problem
messagePr ocessi nghbdel
The SNWVP version nunber for the nessage to be generated. This
data is not used by the User-based Security nodul e.
gl obal Dat a
The message header (i.e., its administrative information). This
data is not used by the User-based Security nodul e.
maxMessageSi ze
The maxi mum message size as included in the message. This data is
not used by the User-based Security nodul e.
securi tyParaneters
These are the security paranmeters. They will be filled in by the
User - based Security nodul e.

securit yModel
The securityMdel in use. Should be User-based Security Mbdel
This data is not used by the User-based Security nodul e.
securi t yName
Together with the snnpEnginelD it identifies a rowin the
usniserTable that is to be used for securing the nessage. The
securityNanme has a format that is independent of the Security
Model . In case of a response this paraneter is ignored and the
val ue fromthe cache is used.
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securitylLevel
The Level of Security fromwhich the User-based Security nodul e
determines if the nessage needs to be protected from disclosure
and if the message needs to be authenticated.

securi tyEngi nel D
The snnpEngi nel D of the authoritative SNVMP engine to which a
Request nessage is to be sent. In case of a response it is inplied
to be the processing SNWP engine’s snnpEnginelD and so if it is
specified, then it is ignored.

scopedPDU
The message payl oad. The data is opaque as far as the User-based
Security Mdel is concerned.

securityStat eRef erence
A handl e/reference to cachedSecurityData to be used when securing
an outgoi ng Response nessage. This is the exact sane
handl e/reference as it was generated by the User-based Security
nmodul e when processing the incom ng Request nessage to which this
is the Response nessage

whol eMsg
The fully encoded and secured nessage ready for sending on the
wire.

whol eMsgLengt h
The I ength of the encoded and secured nmessage (whol eMsg).

Upon conpl etion of the process, the User-based Security nodul e
returns statuslinformation. |f the process was successful, the

conpl eted nmessage with privacy and authentication applied if such was
requested by the specified securitylLevel is returned. If the process
was not successful, then an errorlndication is returned.

2.5.2. Services for Processing an Inconing SNV Message

When t he Message Processing (MP) Subsysteminvokes the User-based
Security nodule to verify proper security of an incom ng nmessage, it
nmust use the service provided for an incom ng nessage. The abstract
service primtive is:

statuslnformation = -- errorlndication or success
-- error counter O D/value if error

processl ncom ngMsg(

IN nessageProcessi nghbdel -- typically, SNWP version

IN nmaxMessageSi ze -- of the sending SNWP entity

IN securityParaneters -- for the received nessage

IN  securityMdel -- for the received nessage

IN securitylevel -- Level of Security

IN  whol eMsg -- as received on the wire

IN  whol eMsgLengt h -- length as received on the wire
QUT securityEngi nel D -- authoritative SNWP entity
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QUT securityName -- identification of the principa
QUT scopedPDU, -- message (plaintext) payl oad
QUT maxSi zeResponseScopedPDU -- maxi mum si ze of the Response PDU
QUT securityStateReference -- reference to security state

) -- information, needed for response

The abstract data el enents passed as paraneters in the abstract
service primtives are as foll ows:

statusl nformation
An indication of whether the process was successful or not. |If
not, then the statuslnformation includes the OD and the val ue of
the error counter that was increnented.
messagePr ocessi nghbdel
The SNWVP version nunber as received in the nessage. This data is
not used by the User-based Security nodul e.
maxMessageSi ze
The maxi num nessage size as included in the nmessage. The User-
based Security nodul e uses this value to calculate the
maxSi zeResponseScopedPDU.
securityParaneters
These are the security paraneters as received in the nessage.
securit yModel
The securityModel in use. Should be the User-based Security
Model. This data is not used by the User-based Security nodul e.
securitylLevel
The Level of Security fromwhich the User-based Security nodul e
determines if the nmessage needs to be protected from discl osure
and if the nmessage needs to be authenticated.
whol eMsg
The whol e nessage as it was received.
whol eMsgLengt h
The length of the message as it was received (whol eMsQ).
securi tyEngi nel D
The snnpEnginel D that was extracted fromthe field
nsgAut horitativeEngi nel D and that was used to | ookup the secrets
in the usnmJser Tabl e.
securityName
The security name representing the user on whose behalf the
message was received. The securityNanme has a format that is
i ndependent of the Security Mdel
scopedPDU
The nmessage payload. The data is opaque as far as the User-based
Security Mdel is concerned
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maxSi zeResponseScopedPDU
The maxi num si ze of a scopedPDU to be included in a possible
Response nessage. The User-based Security nodul e cal cul ates this
si ze based on the msgMaxSi ze (as received in the nmessage) and the
space required for the message header (including the
securityParaneters) for such a Response nessage
securityStat eRef erence
A handl e/reference to cachedSecurityData to be used when securing
an out goi ng Response nessage. Wen the Message Processing
Subsystem calls the User-based Security nodule to generate a
response to this incom ng nmessage it nust pass this
handl e/ r ef erence.

Upon conpl etion of the process, the User-based Security nodul e
returns statuslnformation and, if the process was successful, the
additional data elenents for further processing of the nmessage. |If
the process was not successful, then an errorlndication, possibly
with a O D and value pair of an error counter that was increnented

2.6. Key Localization Al gorithm

A localized key is a secret key shared between a user U and one

aut horitative SNWP engine E. Even though a user may have only one
password and therefore one key for the whole network, the actua
secrets shared between the user and each authoritative SNVMP engi ne
will be different. This is achieved by key localization [Localized-
key] .

First, if a user uses a password, then the user’s password is
converted into a key Ku using one of the two algorithns described in
Appendices A 2.1 and A 2. 2.

To convert key Ku into a localized key Kul of user U at the

aut horitative SNWP engi ne E, one appends the snnpEngi nel D of the

aut horitative SNWP engine to the key Ku and then appends the key Ku
to the result, thus envel opi ng the snnpEnginelD within the two copies
of user’s key Ku. Then one runs a secure hash function (which one
depends on the authentication protocol defined for this user U at

aut horitative SNWP engine E; this docunent defines two authentication
protocols with their associated al gorithnms based on M5 and SHA). The
out put of the hash-function is the |ocalized key Kul for user U at
the authoritative SNVWP engi ne E

3. FElenents of Procedure
This section describes the security related procedures followed by an

SNMP engi ne when processi ng SNVP nessages according to the User-based
Security Mbdel
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3.1. Cenerating an Qutgoing SNVMP Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it generates a nmessage containing a managenent operation
(like a request, a response, a notification, or a report) on behalf
of a user, with a particular securitylLevel

1) a) If any securityStateReference is passed (Response or Report
nmessage), then information concerning the user is extracted
fromthe cachedSecuritybData. The cachedSecurityData can now
be di scarded. The securityEnginelD is set to the |oca
snnpEngi nel D. The securitylLevel is set to the val ue specified
by the calling nodul e.

O herw se,

b) based on the securityNanme, information concerning the user at
t he destinati on snnpEngi nel D, specified by the
securityEnginel D, is extracted fromthe Local Configuration
Dat astore (LCD, usniJserTable). If information about the user
is absent fromthe LCD, then an error indication
(unknownSecurityNane) is returned to the calling nodul e.

2) If the securitylLevel specifies that the nmessage is to be
protected from di scl osure, but the user does not support both an
aut hentication and a privacy protocol then the nessage cannot be
sent. An error indication (unsupportedSecuritylLevel) is returned
to the calling nodul e.

3) If the securitylLevel specifies that the nmessage is to be
aut henti cated, but the user does not support an authentication
protocol, then the nessage cannot be sent. An error indication
(unsupportedSecuritylLevel) is returned to the calling nodule.

4) a) If the securitylLevel specifies that the nmessage is to be
protected fromdi sclosure, then the octet sequence
representing the serialized scopedPDU is encrypted according
to the user’s privacy protocol. To do so a call is nade to the
privacy nmodul e that inplenents the user’s privacy protoco
according to the abstract primtive:

statusinformation = -- success or failure
encrypt Dat a(
I'N encrypt Key -- user’s localized privKey
I'N dat aToEncr ypt -- serialized scopedPDU
QUT  encryptedDat a -- serialized encrypt edPDU
QUT  privParaneters -- serialized privacy paraneters
)
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5)

6)

stat usl nfornmati on
indicates if the encryption process was successful or not.
encr ypt Key
the user’s localized private privKey is the secret key that
can be used by the encryption al gorithm
dat aToEncr ypt
the serialized scopedPDU is the data to be encrypted.
encrypt edDat a
t he encryptedPDU represents the encrypted scopedPDU
encoded as an OCTET STRI NG
privParameters
the privacy paraneters, encoded as an OCTET STRI NG

If the privacy nmodule returns failure, then the nessage cannot
be sent and an error indication (encryptionError) is returned
to the calling nodul e.

If the privacy nodul e returns success, then the returned
privParameters are put into the nsgPrivacyParaneters field of
the securityParaneters and the encryptedPDU serves as the
payl oad of the nessage bei ng prepared.

O herw se,

b) If the securitylLevel specifies that the nessage is not to be
be protected fromdisclosure, then a zero-length OCTET STRI NG
is encoded into the nsgPrivacyParaneters field of the
securityParaneters and the plaintext scopedPDU serves as the
payl oad of the nessage bei ng prepared.

The securityEnginel D is encoded as an OCTET STRING into the
msgAut horitativeEnginel D field of the securityParanmeters. Note
that an enpty (zero length) securityEnginelD is OK for a Request
nmessage, because that will cause the renpte (authoritative) SNWP
engine to return a Report PDU with the proper securityEnginel D
included in the nsgAuthoritativeEnginelD in the
securityParaneters of that returned Report PDU

a) If the securitylLevel specifies that the message is to be
aut henti cated, then the current val ues of snnpEngi neBoots and
snnpEngi neTi ne corresponding to the securityEnginelD fromthe
LCD are used.

O her wi se,
b) If this is a Response or Report message, then the current

val ue of snnpEngi neBoots and snnpEngi neTi me corresponding to
the | ocal snnpEnginelD fromthe LCD are used
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7)

8)

O herw se,

c) If this is a Request nmessage, then a zero value is used for
bot h snnpEngi neBoots and snnpEngi neTi me. This zero val ue gets
used if snnpEnginelD is enpty.

The val ues are encoded as | NTEGER respectively into the
nmsgAut horitati veEngi neBoots and nsgAut horitati veEngi neTine fields
of the securityParaneters

The userNane is encoded as an OCTET STRING i nto the nsgUser Nane
field of the securityParaneters

a) If the securityLevel specifies that the message is to be
aut henti cated, the nessage is authenticated according to the
user’s authentication protocol. To do so a call is nmade to the
aut henti cation nodul e that inplenents the user’s
aut henti cation protocol according to the abstract service
primtive:

statusl nformation =
aut hent i cat eQut goi ngMsg(

I N aut hKey -- the user’s | ocalized aut hKey

I N whol eMsg -- unaut henti cat ed nessage

QUT aut henti cat edWhol eMsg -- authenti cated conpl ete nessage
)

statusl nformation
indicates if authentication was successful or not.

aut hkey
the user’s localized private authKey is the secret key that
can be used by the authentication algorithm

whol eMsg
the conplete serialized nessage to be authenticat ed.

aut hent i cat edWhol eMsg
the sane as the input given to the authenticateQutgoi nghsg
service, but w th nsgAuthenticationParaneters properly
filled in.

If the authentication nodule returns failure, then the nessage
cannot be sent and an error indication (authenticationFailure)
is returned to the calling nodul e.

If the authentication nodule returns success, then the

msgAut henti cati onParaneters field is put into the
securityParaneters and the aut henticatedwWol eMsg represents
the serialization of the authenticated nessage bei ng prepared.
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O herw se,

b) If the securitylLevel specifies that the nessage is not to be
aut henticated then a zero-length OCTET STRING is encoded into
t he msgAut henti cati onParanmeters field of the
securityParaneters. The wholeMsg is now serialized and then
represents the unauthenticated nessage being prepared.

9) The conpleted nmessage with its length is returned to the calling
nmodul e with the statuslinformati on set to success.

3.2. Processing an Incom ng SNVMP Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it receives a nessage containing a nanagenent operation on
behal f of a user, with a particular securitylLevel

To sinplify the el enents of procedure, the release of state
information is not always explicitly specified. As a general rule, if
state information is avail abl e when a nessage gets di scarded, the
state information should al so be released. Al so, an error indication
can return an O D and value for an increnented counter and optionally
a value for securitylLevel, and val ues for contextEngi nel D or
contextNane for the counter. In addition, the securityStateReference
data is returned if any such infornmation is available at the point
where the error is detected.

1) If the received securityParaneters is not the serialization
(according to the conventions of [RFC1906]) of an OCTET STRI NG
formatted according to the UsnBSecurityParaneters defined in
section 2.4, then the snnpl nASNParseErrs counter [RFC1907] is
increnented, and an error indication (parseError) is returned to
the calling nodule. Note that we return without the O